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EE-594 Content — Internet of Things
sensor technology (1)

2 hours per week + 1 hour exercices
prof. C. Enz & prof. A.M. Ionescu

1) Low power sensor technology = BIG DATA GENERATORS

* Motion sensors: accelerometers, magnetometers, gyroscopes (MEMS solutions)

* Biosignals and biosensors:
ECG, EEG, EMG, EO, blood pressure, pulse wave velocity, SpO2, pH, electrolytes, glucose,
hormone and protein sensing

* Gas and particle sensors for exposome and environmental monitoring

* Temperature sensors

* Emerging 2D and 1D nanomaterials for sensing
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2) Energy efficient computing technologies
* Low power CMOS and subthermionic transistors

* Flexible electronics
* Neuromorphic computing for Artificial Intelligence @ the Edge




EE-594 Content — Internet of Things
sensor technology (2)

3) Energy harvesting and storage for IoT:
* Energy harvesting from motion
* Energy harvesting from thermal gradients: thermo-electrical-generators (TEGs)
* Energy harvesting from light in indoor and outdoor conditions
* Energy storage and power management: super-caps and thin film batteries.

4) Context-driven embodiments of wearable and IoT systems

« Smart patches and stamps
* Smart garments
* Smart watches
* Smart glasses
* IoT sensors for Industry 4.0 and automotive
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5) Sustainable IoT
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 The United Nations has made projections of the world’s population by 2100...
 (Can we rely on technologies such as the internet of things (IoT) to improve
the quality of life and avoid negative environmental impact?
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Global Challenges

Climate Change

Greenhouse gas emissions must be
drastically reduced within the next
decades to stay within 1.5°C of warming
above pre-industrial levels and avert the

warmest decade for 150 years

Temperatures average about 1°C above 1850-1900 levels
YEARS of deforestation near "
Pucallpa, Peruvian Amazon 20

likely to be between

1.03 and 1.57°C above th !
0.5 pre-industrial levels ere.
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NASA, Images of Change Confidence limit for 2015-2018 figs is 95%, confidence limit for 2019-23 is 90%
Source: Met Office BEaE




ocnewables...

-

here is an enormous gap
between What We.need New Policies Scenario

Sustainable
Development Scenario

- 2018 #EmissionsGap Repo!rﬁ —
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NEEDS TO SPEED UP
TO ACHIEVE GLOBAL CLIMATE GOALS

ANNUAL ENERGY-INTENSITY IMPROVEMENT RATE

1.9% 3.2%

ACTUAL NEEDED
(2010-2019) (102030

2.4 BILLION PEOPLE

STILL USE INEFFICIENT AND
POLLUTING COOKING SYSTEMS
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PROGRESS IN ENERGY EFFICIENCY

(171N RENEWABLE ENERGY
CONSUMPTION INCREASED BY
A QUARTER BETWEEN 2010 &% 2019,

BUT THE SHARE OF RENEWABLES IN TOTAL
FINAL ENERGY CONSUMPTION IS ONLY 1 /

...-r'\

=
17.7%
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Gap: energy crisis in the Zettabyte and loT Era

Global Data via loT Sensors

Global Data Creation is About to Explode 10 -
Actual and forecast amount of data created worldwide 2010-2035 (in zettabytes) ** ‘
100 |

*
W
102 \\\\\\\\\\\\\\
10
1 zettabyte is equal to w # Total Data Acquisition by Sensors
1 billion terabytes. ) ¢ Total Human Data Consumption
1 L | |

2010 2013 2016 2019 2022 2025 2028 2031 2034

_

10°

Zettabytes

{2

Year

+ 1 trillion loT devices by 2035
with annual growth >20% (© ARM)

Unsustainable
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A sustainable loT for sustainable applications...

- Technology and environmental sustainability: mutually exclusive? Until now digital
innovation and sustainability have been disconnected.

- Today’s advancements in loT sensor technologies and wireless connectivity, two
concepts of digital innovation and sustainability: mutually reinforcing.

-> pivot to (i) more energy-efficient practices, (ii) use resources more
responsibly and (iii) organize processes in ways that reduce waste.
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Sustainable loT deployment

.. Massive reduction of loT sensory node power by
~1000x

. Massive reduction in data proliferation

are BOTH simultaneously possible?!




Incremental reduction of loT sensory node
power with traditional technologies

Industrial loT node size and power consumption: mm3 to cm3 with 100’s uW to 10’s mW.

Silicon = only solution for all IoT Node Devices?  E=| B
» Sensing

»  Processing

«  Communications

Supply Unit
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Network Ne

Energy problems @ node level:

NFC | Buctooth |80215.4( 80211 802.11;r;'|ét;2.15.4g LewaN| SBLTE| 456 LIE * No dlgltal data reduction
@ vpo- & @@ Lk p&  Expensive ADC and digital processing

20 @ W e » Expensive data communication



Nanoelectronics: ~10nm 3D transistors

Today: 14 nm: ViruS
U 40 millions

transistors/mm?2

Negatively stained Influenza Virus,

usually spherical or ovoid in shape,
80 to 150 nm.

2019-2020: 10 nm:
O 100 millions
transistors/mm?

TEM image of Si(110),

schematic not to scale
al4
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Dark silicon era? Is this so bad?

- We get more transistors, we just can’t afford to turn them all!
Greg Yeric, ARM @ IEDM 2015
One or two walls?

Power Wall !

S5nm 80% ERRREEEEE
7nm 75% | )
1 Mg 3
[Onm 56% - :
[4/16nm 45% 5 | % ;
= 1 @, <C
20nm  33% o i % <
=
28nm: 0 ! % E
(reference) ! %

Number of cores




A dark brain?

» only about 3% of the neurons in the
brain can be highly active at one time

» visual processing accounts for 44% of the
brain’s energy consumption

P. Lennie, Current Biology, 2003.
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SORDERS MANAGER COMPANION
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Expectations

 Connected Home

( | Deep Learning

: Machine Learning
Autonomous Vehicles
Nanotube Electronics
Cognitive Computing
Blockchain

Virtual Assistants -

|oT Platform B
Smart Rabots . N

s

/

Edge Computing \'\ .

Augmented Data \\‘ %
Discovery

Commercial UAVS (Drones)
Smart Workspace ( )

Conversational
User Interfaces

Brain-Computer Cognitive Expert Advisors

Interface Volumetric

Quantum —— Displays

Computing Digital Twin
Serverless
PaaS

56

Human
Augmentation

Neuromorphic
Hardware

Enterprise Taxonomy

Deep Reinforcement
Learning Software-Defined
Artificial General Security
Intelligence

4D Printing

Augmented
Reality

Smart Dust

Peak of
Inflated
Expectations

Trough of
Disillusionment

Innovation
Trigger

and Ontology Management

Plateau will be reached in:

less than 2 years
. 2to 5 years
@ 5to10years

2-5 years

* JoT & Edge Computing
5-10 years

 Digital Twins

« Cognitive computing

More than 10 years

« Human Augmentation
« Artificial Intelligence
* Quantum computing

Slope of Enli tenment SRR e
lope of Enlightenment Productivity

Time
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Definition(s)

1) Wikipedia:

The Internet of Things (IoT) is a system of interrelated computing devices, mechanical
and digital machines, objects, animals or people that are provided with unique identifiers
and the ability to transfer data over a network without requiring human-to-human or human-to-

computer interaction.

2) Cisco/Gartner:

The Internet of Things (IoT)is the network of physical objects that
contain embedded technology to communicate and sense or interact with
their internal states or the external environment.
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Figure 2.  loT Can Be Viewed as a Network of Networks

When? WhiCh domains? Internet of Things

Transport
. 1. Individual
Figure 1.  The Internet of Things Was “Born” Between 2008 and 2009 Educahon) networks
2. Connected
World i o s e : together
Population 6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion (Busmess
3. With security,
comected 500 Million 12.5 Billion 25 Billion 50 Billion analytics, and
. . . . management
2010: Holly
=}
- cow! =
[¢] (] A =
connected Farmers to monitor <
Cog'lz?;ig o d?::’:s o o — cows’ health and track 5
Per Person people : ' : their movementS, ' g
2003 2 0'1 0 2 DI 15 20'20 > ensuring a healthier, g
more plentiful supply &
Source: Cisco IBSG, April 2011 of meat. é’

On average, each cow
generates about 200
megabytes of
information a year...

” —_ - - EDDM(B-Icrring

Source: The Economist 2010.




How to think about 1t?

Four (4) main components of an IoT system:
- The thing itself (that is, the device)

- The local network (this can include a gateway, which translates proprietary
communication protocols to Internet Protocol)

- The Internet
- Back-end services (enterprise data systems, PCs and mobile devices)

Things Local Network The Internet Back-End Services
O — B
v, o i / g
- y’ =

g / / o Remote Server
<O> \~ R4 /1 / H Gateway(s)
v, 1 :

I Al —

. i User access and control
Wired/wireless
Power line

BAN, PAN, LAN
N | -
'

<C> Sensor & Actuator Processing Y/ Communication
-~ " A Business Data Analysis
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Future: billions of energy efficient IoT
edge & fog devices...

CLOUD: Data Centers

Thousands _gu¥

EOG: Nodes
| Millions 4/
EDGE: Devices /&
Billions

2020:10% of the world’s
data (Source: IDC).
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What 1s required to compute Al?

ImageNet 1-k benchmark: ™ Audio Analysis: {

FFT(1024) ~ 10° operations (5 N log»(N)) ;

90 epochs — with ResNet-50 )
Audio Spectrogram /s: ~2 x 10° Ops. |

— 1078 single precision ops
— NVIDIA M40 GPU = 14 days!

!

The Cloud Wearable
. . Devices
Raw compute power is one thing,

Computational efficiency, i.e. g ‘
-

(Fh)ops per Watt is equally important!

?

~x 10°

~ 1077 FLOPS ~ 108 IPS

Moving data is energy expensive!
Source: J. Weiss, IBM. Computaion @ Edge needed
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The Zettabyte Era... started in 2010!

1141

One zettablyte is't Y e qulvalent of f -.
of'hlgh deflnltlo c* heo (T Barnet Jl{' ¥ CISCO)
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M. Hilbert, P. Lopez, Science, 2011.
Z.-W. Xu, J. of Comp. Sci. and Tech., 2014.

The Zettabyte Era

Storage 21PB
Coms 59PB
Comp 0.74PIPS

Storage 140 ZB
Coms 272 ZB

2020 Comp 2590 ZIPS

Edge IoT >50 ZB

=3
3]
@
9)
(=]
S)
—
<
=
<<
:
=
—
[}
o
=
S)
w0
(=)
)
)
-
o
<
[}
(=}
n




Expectations

 Connected Home

( | Deep Learning

: Machine Learning
Autonomous Vehicles
Nanotube Electronics
Cognitive Computing
Blockchain

Virtual Assistants -

|oT Platform B
Smart Rabots . N

s

/

Edge Computing \'\ .

Augmented Data \\‘ %
Discovery

Commercial UAVS (Drones)
Smart Workspace ( )

Conversational
User Interfaces

Brain-Computer Cognitive Expert Advisors

Interface Volumetric

Quantum —— Displays

Computing Digital Twin
Serverless
PaaS

56

Human
Augmentation

Neuromorphic
Hardware

Enterprise Taxonomy

Deep Reinforcement
Learning Software-Defined
Artificial General Security
Intelligence

4D Printing

Augmented
Reality

Smart Dust

Peak of
Inflated
Expectations

Trough of
Disillusionment

Innovation
Trigger

and Ontology Management

Plateau will be reached in:

less than 2 years
. 2to 5 years
@ 5to10years

2-5 years

* JoT & Edge Computing
5-10 years

 Digital Twins

« Cognitive computing

More than 10 years

« Human Augmentation
« Artificial Intelligence
* Quantum computing

Slope of Enli tenment SRR e
lope of Enlightenment Productivity

Time
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Silicon technology @ end of nano-scaling

- Moore’s Law, Dennard’s happy scaling Koomey’s law:
- Silicon 1s mainstream: 14nm, 7nm, 5nm, ... Inm? computations per killowatt hour
ot
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Energy efficient Information |[RubsEteiaigeiaicnctiges
processing @ 100mV?

Analog Signal

Subthreshold CMOS Neuron potential by Na+, K+ ion pumps,
Digital Signal is in the order of +40mV to -70mV
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Silicon Technology:
a 3D migration into the future

- High-performance, functionally diversified, 3D integrated # technologies

—

Major innovations saturate within a decade...

Nanowire devices,
3D multi-chip stacking &
Photonics

3D Devices &
3D chip stacking
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Energy efficient autonomous sensor nodes
for Internet of Things

100 microWatt — 10 mW Smart hub: 100mW - 10W
/ sensor node (tens of sensors /hub)

HEART RATE

McCU
5%

PM
25%

RESPIRATORY | EMOTION TEMPERATURE
RATE ESTIMATION
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IoT = a sustainable o emens o
o o ESsSSCcCIRC
trillion of sensors planet?

$1007 Global GDP___ e

20% GDP

$10T

- Several visionary organizations created trillions unit

forecasts:

L Explosion to trillion(s) is likely to be driven by new
applications?

LAbundance is expected to be reached in one generation
(20 years) and will need (among others) 45 trillion trilion Sensor Visions
sensors? —

m
- Challenges: — .. //

- Job creation expected indeed but what is the impact on - /
environment and climate? Sustainable? Energy — H/
required? ~100,000,000,000 /

- Business as usual vision could be detrimental to 3 &
environment and NOT sustainable! & 1oonmoooo

/
,L-gfe\* o "Abundance”
4 QCOMSwarm Lab, UCB
# Bosch
1,000,000000 B Hewlett-Packard

® Intel

N Tlintenet devices
i Yole MEMS Forecast, 2012
—— Tsensors Bryzek's Vision
—— 10 year slope

2229, sy

100,000,000

—— Mobile Sensars Explosion

JanuSZ BI‘yzek, Chalrman and CEO, O winter Green Research 29 Of 1
TSensors Summit 10,000,000 —

2006 2011 2016 2021 2026 2031 2026




GRENOBLE 2021

ESSDERC

Green IoT nodes EosSciRC

- Opportunity: Green

IoT Nodes as enablers COMPUTE
. L
of Circular Economy: 5
architectures of green Io'] wl & 2k . =
. = | E W 35 | =
node (functional blocks) |5 23 B %28
and the definition of the ENERGY:
) HARVEST, STORE, MANAGE

notion of ‘green IoT node
features

Green loT nodes

Energy efficient edge > 100x:
sensing computation
communication, energy management

Entire life cycle: green design,
green production, green utilization,
and green disposal/reclycling

Supply data for Digital Twins to
enable Circular Economy

30 of 1




Example: IoT & Digital Twins of batteries

More Resource-Efficient Battery Life Cycles — Digital twin of a battery

‘{ Raw |Iz(f nement Production Cell Module and Collection Recovery / UI\UOSB

material of active materials production  system production and relurn recycling
Extraction and precursors kel
A : \, \ Battery digital “passport”

| : enabled by green loT BATT, X-29A...
nodes to foster a = 9

- sustainable transition —

B to a green economy
Other value / I

chain networks
Digital twin-based
platform for optimal
use at the end of
service

By 2030...
...Batteries are expected to reduce power

and transport sector emission by 30%

— : ... 11 million metric tons of batteries wiil
il reach the end of their service lives

Adapted after the illustration from the Circular Economy Initiative Deutschland,
2020, and the World Economic Forum, 2019




Wearable technology:
sense your body

- Technology to be worn on the
user’s body for an extended
period of time, significantly
enhancing the user’s experience

- Four wearable categories:
- Fitness and Wellness

- Healthcare and Medical - require
approval, monitor vital signs and
augment senses.

- Industrial and Military
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Wearables today: mostly activity tracking

Wearable Activity Devices Comparison Chart

Thass am mose gobians o the dght Lige the comll

ol \ | Y

== addiionsl antons

Best waterproof tracker for
swimming: Moov Now

Prics 517900 511900 9995 12988 §9085 5095
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w0
Q
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U= 5E0TS L4 L4 + L4 L4 L .
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Biosensing as enabler of revolutionary smart
wearables, implantanbles & OoCs
e . L

using a minimally —
invasive technology

-
L
2 @ Intra- and extra

cellular nanosensors
@ 0 reside under the skin

BRAIN

- Wearable biosensors: ECG, EEG, EMG.

SpO2, blood pressure, pH, glucose, various
analytes/biomarkers in biofluids, ...

. Implantable sensors and transducers

- Organs on Chip with embedded
biosensors!

Requirements

* High quality data - multi-parameter sensing
* Form factor - frictionless

* Autonomy - low power, energy efficiency

* User acceptance - data security, privacy

* Low cost systems — 3D, on foil integration
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Towards sensitive
biostamps & tatoos

Electronic “skin” can monitor heart

An ultra-thin electronic device that attaches to the skin like a stick-on
tattoo can measure electrical activity of the heart, brain waves, and other
vital signs without the bulky electrodes used in current monitoring

Epidermal Strain gauge  EMG: Electromyography
electronic sensor to monitor electrical
system (EES) activity in muscles

Skin

Polyester,
/R sty
single temperature UVA & UVB Laclate

human SENsor 4 UVA & UVE dose  Intensity sensor detection
hair sensor

ECG: Electro-
cardiography
sensor to
monitor heart
activity

Stretchanle
— antenna

Water NG chip
fetection

Chioride
— Uetection

DH
getection

L 3 - Glucose
UV dose — UVA dose detection
sensar Sensor
UV EXPOSURE & TEMPERATURE PERSPIRATION & BIOCHEMISTRY BLOOD PRESSURE

John A. Rogers, Science, 2011 & IEEE Spectrum. 2015.

Source: Science  Picture: J. Rogers, University of [llinols
& GRAPHIC NEWS




Wearable technology:
sense your environment = exposome

Environmental related diseases:

RESPIRATORY INFECTIONS: Globally more than 1.5 million deaths annually from respiratory
infections are attributable to the environment, including at least 42% of lower respiratory infections and
24% of upper respiratory infections in developing countries.

CANCER: environmental causes also

AIR

account for an estimated 31% of global lung cancer burden.

CARDIOVACULAR DISEASES: 2.5 million people die every year from

cardiovascular disease attributable to work-related

stress as well as chemical, air pollution, and environmental

tobacco smoke exposures.

DIARRHOEA: about 1.5 million deaths per year from diarrhoeal diseases are attributable to

environmental factors; WHO recently estimated that 88% of all cases of diarrhoea globally were

attributable to water, sanitation and hygiene.

MALARIA

INTESTINAL NEMATODE INFECTIONS A schoolgirl with a face mask for

tection from smokestack pollution

HEPATITIS B and C i P!
emissions of factories in her

TUBERCULOSIS neighbourhood in the eastern
Mediterranean region.

WATER

Credit: Munir NASAJUNEP/Still Pictures



Implications of the exposome for
exposure science

Radiation

Air & Water\
Pollution

N\

Diet —=

Xenobiotics
Inflammation
Preexisting disease

Infections /

Behavior &

Lifestyle Interal Chemical

Environment

Environmental exposures to chemicals arise from both
external and internal sources.

The exposome represents the combined
exposures from all sources that reach the
internal chemical environment.

Radiation, stress, infections, behavior and lifestyle
factors affect the internal chemical environment due to
inflammation, oxidative stress and hormone
production.
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The exposome: from concept to utility

- The exposome would require
measurements of exposures over
time across the lifecourse of an
individual

Table 1 Some examples of approaches and tools to meas-

ure the exposome

Approach

Tools

Biomarkers (omics)

General Genomics, transcriptomics,
proteomics, metabolomics,
epigenomics

Targeted Adductomics, lipidomics,

Sensor technologies
(including mobile
phones)

Imaging (including
mobile phones, video
cameras )

Portable computerized
devices (including
palmtop computers)

Improved conventional
measurements (com-
bined with environ-
mental measures)

immunomics

Environmental pollutants, phys-
ical activity, stress, circadian
rhythms, location [global
positioning systems (GPS)]

Diet, environment, social
interactions

Behaviour and experiences
(ecological momentary assess-
ment), stress, diet, physical
activity

Job-exposure matrices; dietary
recall (e.g. EPIC-Soft)

EXPOSOME

C.P. Wild, International Journal of Epidemiology, 2012.
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Ingestibles: time to eat the sensor!

- https://www.imec-int.com/en/ingestibles

By fixating the ingestible sensors along the
gastrointestinal tract, the data they collect
could be used to precisely

diagnose digestive disorders with typically
vague complaints: indigestion,
gastrointestinal hypermotility and
dysmotility, etcetera.

Preventive applications are also possible.
Perhaps one day people will regularly take
an ingestible sensor with their meal. Not
much later, their smartphone will give them
a detailed overview of the nutrients, such as
fibers, that their body actually absorbed —
along with some advice on how to balance
their diet.
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Today our technology can predict weather...

SENSORS > BIG DATA > MODELS > COMPUTING > WEATHER FORECAST

» JISTORMTRAC

Name: IRMA
" — Location: 16.9°N, 59.1°W
J n 8:00
g Wind: 185 mph

"-; Movement: W at 14 mph

est IEII Sat 8:00 AM EDT Pressure: 926 mb
4 - 150 mph

s Fri:00 AM EDT

] 4' 160 mph
5 Wed 8:00 AM EDT
;; r 175 mph
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S
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Possible to predict healt? Thinking diferent
the future of P3 healthcare...

What’s the real opportunity for future wearable (Edge Al)
technology? P3 healthcare!

$7.2tr ?

What’s the value of
« NOT being sick =

healthy?
-

Diagnosis Prevention

Creation Diagnose at Whole-life

New ways to earlier stages, tracking,
discover drugs saving lives and management and
money health
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Sma

The value of being
sick!




2030: From Object to Human Digital Twins

Digital Twins of All Objects Digital Twins of All Humans

A Truly Personalized and
Preventive Healthcare System:

SUSTAINABLE

Smart sensors IoT- A.M. Ionescu




Digital Twins Integrative Technology Platform

: N\
\ HUMAN AVATARS I

ARCHITECTURE & PERSONAL SMART AS AN
USER INTERFACE (GUARDIAN ANGLES)

META . T oMmIcS
. = b
CLINICAL DATA K i
INTEGRATION _ NANOMEDICINE

BIG DATA ANALYTICS \" ADVANCED IMAGING

D a ta ARTIFICIAL INTELLIGENCE WEARABLES
NATURAL LANGUAGE |

| O | | PROCESSING S IMPLANTABLES
VISUALISATION & d |

VIRTUAL REALITY r EXPOSOME SENSORS

AI DATA STANDARDIZATION \ oy T e BODY-ON-CHIP

DATA PRIVACY & SECURITY ; \ 3 ENERGY EFFICIENT
4 COMPUTATION & COMMUNICATION

F.A.LR.
INTERNET OF HEALTHCARE HETEROGENEOUS INTEGRATION

PERSONALIZED
THERAPIES & DRUGS

PREVENTIVE
© Health EU HEALTHCARE HEALTHY

LIFESTYLE

BIOCOMPATIBILITY

Data
Generator

Technology
Body-On-Chi
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DIGIPREDICT: Digital Twins @ the Edge

- « Early detection: High risk COVID-19 patients can be
early identified from Digital Fingerprints of complex
disease progression and monitored.

~ - N+ Personalized therapy: Supportive therapy as well as
referral decisions can be personalized and

1. INVASION ¥

.\

SARS-COV-2 -

SWOLdWAS a1

2. MECHANISM

I infected organ lqa o . . ' '
o ffue: administered to patients with the highest need.
& e g » A new Digital Twin tool for P3 Healthcare: \We will

empower citizens and provide medical doctors with a
new assistive and predictive healtcare tool, the Digital
Twin from Edge to Cloud.

« Building a broad Digital Twin interdisciplinary
community in Europe aiming at sustainable
healthcare.

101d34dI91d

MICRO & MACROVASCULAR DYSFUNCTION

3. DYSFUNCTION

ARRHYTHMIA HEART FAILURE ACUTE CORONARY
SYNDROME
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4. MULTI ORGAN DYSFUNCTION



The DIGIPREDICT project

Goals:
@ - Develop and deploy Digital Twins at

- the Edge for personalized disease
progression prediction based on the

integration of Digital and Physical

‘#_ biomarkers, Organ-on-Chip and Artificial
Track 2 A = |ntelligence technologies
‘-;,:,.;:q;.ﬂ.::f.::.;:.;y,,;;:\..;;;5 ~  * Validation in clinical path pathologies

She— R ‘= involving cytokine storm in COVID-19
“\_. o e .~ and sepsis patients and cardiovascular

. . .
- Detection and screening drugs for fd & prog
o treatment of viral endothelial damage I I I l p ICa IO n S

— DIGI PREDICT OUTPUT
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Perspective: Sustainable Development Goals

* Possible ON LY Wlth

two key digitalization components:

loT and Digital Twins!

 Sustainable chips & software

nature | .
sustainability

PERSPECTIVE

https://doi.org/10.1038/541893-022-00923-7

Potential and limitations of digital twins to
achieve the Sustainable Development Goals

Asaf Tzachor 2%, Soheil Sabri®3, Catherine E. Richards'#, Abbas Rajabifard® and Michele Acuto®*

Could imulation models drive our ambitions to sustainability in urban and non-urban environments? Digital twins,
defined here as real-time, virtual replicas of physical and biological entities, may do just that. However, despite their touted
potential, digital twins have not been examined critically in urban tainability di t least in the Sustainable
Develop t Goals fi k. Accordingly, in this Perspective, we examine their benefits in promoting the Sustainable
Development Goals. Then, we discuss critical limitations when modelling socio-technical and socic-ecological systems and
go on to discuss measures to treat these limitations and design inclusive, and responsible c ter simulations for
achieving sustainable development.

Target 14.1

Improve oil and gas and
seabed mining operations
1o prevent marine poliution

Target 13.1
Predictive models for
disaster risk reduction
in criical systems

Target 12.5
Generate scenarios
and strategies for
waste management

Target 16.10
Adoption of
open-data principles!
in digital twins and
attributing land tenure’
rights to ensure

Target 10.6
Ensure ICT
resources are
available for
developing
countries

Target 17.9

Improve scientific
and policy
partnerships
between diverse
stakeholders

{7 mesns

FOR THEGOALS

&

Digital twins

Target 1.5

Explore climate-
change-resilient
pathways in urban
infrastructures
and services

Target 3b
Digital twins of
vaccine production
processes

Target 4.a
Simulations as
iy educational tools
4 Socmon in future leaming

I!_ﬂ I environments

forthe SDGs

Target 9.4
Promote circular

s
Target5b 3
Inform s
on ICT development
that enwwe;-wgnmlen

=

Target 6.4 Eco
Predictive maintenance-and
sustainable refurbishmeot
of water infrastructures

Target 8.4

Develop industrial
ecology business
models across
industries
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Conclusions

- Internet of Things involves SENSOR, COMPUTATION &
COMMUNICATION physical layers

- Energy efficiency and novel functionalities are next drivers in the
zettabyte era.

- Various enabling technologies co-existing: silicon CMOS, flexible
substrates, 3D heterogeneous integration for abundant data IoT
applications @ the edge of the cloud.

- Green 10T nodes for sustainable deployment

- Biosensors: one of the next enabling technology for smart wearables.

- Technology (device to system)-data-algorithm interactions will
generate new innovations in IoT and Artificial Intelligence at the Edge.

- Digital Twins of objects and of all humans
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